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MATH 251 Notes

Fast Modular Exponentiation is based on these three ideas:

Idea #1: Every positive integer can be written as sums of powers of 2.

Some of the powers of two are

2
0 “ 1 2

4 “ 16 2
8 “ 256

2
1 “ 2 2

4 “ 32 2
9 “ 512

2
2 “ 4 2

4 “ 64 2
10 “ 1024

2
3 “ 8 2

4 “ 128 2
11 “ 2048

and so on. We can write the integers as sums of these powers

1 “ 2
0

63 “ 32 ` 16 ` 8 ` 4 ` 2 ` 1 “ 2
5 ` 2

4 ` 2
3 ` 2

2 ` 2
1 ` 2

0

2 “ 2
1

64 “ 2
6

3 “ 1 ` 2 “ 2
0 ` 2

1
65 “ 64 ` 1 “ 2

6 ` 2
0

4 “ 2
2

...
5 “ 4 ` 1 “ 2

2 ` 2
0

254 “ 2
7 ` 2

6 ` 2
5 ` 2

4 ` 2
3 ` 2

2 ` 2
1

6 “ 4 ` 2 “ 2
2 ` 2

1
255 “ 2

7 ` 2
6 ` 2

5 ` 2
4 ` 2

3 ` 2
2 ` 2

1 ` 2
0

7 “ 4 ` 2 ` 1 “ 2
2 ` 2

1 ` 2
0

256 “ 2
8

8 “ 2
3

257 “ 256 ` 1 “ 2
8 ` 2

0

...
...

Idea #2: Arithmetic operations in mod n allow you to “mod” along the way.

p27qp33q mod 8 is the same as p27 mod 8qp33 mod 8q mod 8 “ p3qp1q mod 8 “ 3.

p27 ` 33q mod 8 is the same as pp27 mod 8q ` p33 mod 8qq mod 8 “ p3 ` 1q mod 8 “ 4.

10
15

mod 13 is the same as

p5 ¨ 2q15
mod 13 “ p5

14qp5qp2
12qp2

3q mod 13 “ p5
2q7p5qp2

6q2p2
3q mod 13

“ p´1q7p5qp´1q2p2
3q mod 13 “ p´1qp40q mod 13

“ p´1qp40 mod 13q mod 13 “ p´1q mod 13 “ 12.

Idea #3: Combined squaring

We have

p7
2qp5

2q mod 11 “ p7 ¨ 5q2
mod 11 “ 2

2
mod 11 “ 4, and

p31
8qp7

2q mod 55 “ rp31
2q2s2p7

2q mod 55 “ rp31
2q2 ¨ 7s2

mod 55

“ rp31
2

mod 55q2 ¨ 7s2
mod 55 “ rp26q2 ¨ 7s2

mod 55

“ rp26
2

mod 55q ¨ 7s2
mod 55 “ p16 ¨ 7q2

mod 55 “ 2.

Fast modular exponentiation is the result of combining Ideas #1–#3.
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Examples:

1. Calculate 36
55

mod 89

3

agree 3755mod89

55 32 t 23 25 1617 25 2 t 2212 c 2

3755mod8g 373216 4 2 moggy

3732 37 374.372 37 mod89

13714378.374 37 7 mod89
378.374 37 375.37 mod89

374.374 37 37 37 not89

Kf3 375.37 37 mod89

2

44372mod89.37mod89mod89 m189 37mod89 mod89 37not895 189 37mot89
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2. Calculate 37
109

mod 4501,

We can first use Idea #1 to write the exponent

109 “ 64 ` 32 ` 8 ` 4 ` 1 “ 2
6 ` 2

5 ` 2
3 ` 2

2 ` 2
0.

Thus,

87
109

mod 4501 “ 87
64`32`8`4`1

mod 4501 (Idea #1)

“ p87q64p87q32p87q8p87q4p87q mod 4501 (algebra)

“ ppppp87
2q2q2q2q2q2pppp87

2q2q2q2q2pp87
2q2q2p87

2q2p87q mod 4501 (algebra)

“ rpppp87
2q2q2q2q2 ¨ ppp87

2q2q2q2 ¨ p87
2q2 ¨ 87

2s2p87q mod 4501 (Idea #3)

“ rrppp87
2q2q2q2 ¨ pp87

2q2q2 ¨ 87
2 ¨ 87s2s2p87q mod 4501 (Idea #3)

“ rrrpp87
2q2q2 ¨ p87

2q2 ¨ 87s2 ¨ 87s2s2p87q mod 4501 (Idea #3)

“ rrrrp87
2q2 ¨ 87

2s2 ¨ 87s2 ¨ 87s2s2p87q mod 4501 (Idea #3)

“ rrrrr87
2 ¨ 87s2s2 ¨ 87s2 ¨ 87s2s2p87q mod 4501 (Idea #3)

“ rrrrrp87
2

mod 4501q ¨ 87s2s2 ¨ 87s2 ¨ 87s2s2p87q mod 4501 (Idea #2)

“ rrrrr3068 ¨ 87s2s2 ¨ 87s2 ¨ 87s2s2p87q mod 4501 (since 87
2

mod 4501 “ 3068)

“ rrrrr3068 ¨ 87 mod 4501s2s2 ¨ 87s2 ¨ 87s2s2p87q mod 4501 (Idea #2)

“ rrrr1357
2s2 ¨ 87s2 ¨ 87s2s2p87q mod 4501 (since 3068 ¨ 87 mod 4501 “ 1357)

“ rrrr1357
2

mod 4501s2 ¨ 87s2 ¨ 87s2s2p87q mod 4501 (Idea #2)

“ rrr540
2 ¨ 87s2 ¨ 87s2s2p87q mod 4501 (since 1357

2
mod 4501 “ 540)

“ rrrp540
2

mod 4501q ¨ 87s2 ¨ 87s2s2p87q mod 4501 (Idea #2)

“ rrr3536 ¨ 87s2 ¨ 87s2s2p87q mod 4501 (since 540
2

mod 4501 “ 3536)

“ rrr3536 ¨ 87 mod 4501s2 ¨ 87s2s2p87q mod 4501 (Idea #2)

“ rr1564
2 ¨ 87s2s2p87q mod 4501 (since 3536 ¨ 87 mod 4501 “ 1564)

“ rrp1564
2

mod 4501q ¨ 87s2s2p87q mod 4501 (Idea #2)

“ rr2053 ¨ 87s2s2p87q mod 4501 (since 1564
2

mod 4501 “ 2053)

“ rr2053 ¨ 87 mod 4501s2s2p87q mod 4501 (Idea #2)

“ r3072
2s2p87q mod 4501 (since 2053 ¨ 87 mod 4501 “ 3072)

“ r3072
2

mod 4501s2p87q mod 4501 (Idea #2)

“ 3088
2p87q mod 4501 (since 3072

2
mod 4501 “ 3088)

“ p3088
2

mod 4501qp87q mod 4501 (Idea #2)

“ p2626qp87q mod 4501 (since 3088
2

mod 4501 “ 2626)

“ 3412.

3. See also content at websitehttps://www.khanacademy.org/computing/computer-science/

cryptography/modarithmetic/a/fast-modular-exponentiation
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