RSA Encryption

The two main requisite skills are

e finding multiplicative inverses mod(m)

main tool is the Extended Euclidean Algorithm
e modular exponentiation

We have seen/worked through an algorithm called fast modular exponentiation: very
generally applicable

Modular exponentiation: some more tools

Theorem: [Fermat’s Little Theorem]| If p is prime, and a € Z, then a? = a (mod p)
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Some consequences that follow, if p{a »;\ (‘f'\“"'“ ) K \ \ W\ %
e If p is prime, then a?~! = 1(mod p). 0\? -
e If p is prime, then a?~2 is the multiplicative inverse of a in L.
e If gcd(a,p) = 1 and a?~! # 1(mod p), then p is not prime.
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e the prime-counting function 7 so that

m(n) = [{pis prime | p < n}|.

Due to the great interest in primes, this function was thoroughly investigated, with a major
breakthrough being the prime number theorem (see p. 262).
e the Euler totient function ¢ so that

o(n) =[{aeZ* | a <nand ged(a,n) = 1}|.

Properties of ¢:
e If p is prime, then p(p) = ?f’ |

1
e If p is prime, then p(p®) = ¢ L\ Ty
o If gcd(a,b) = 1, then p(ab) = p(a)p(b).
e If the prime factorization of n is

a1, a2, 03
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