
RSA Encryption

The two main requisite skills are

• finding multiplicative inverses modpmq
main tool is the Extended Euclidean Algorithm

• modular exponentiation

We have seen/worked through an algorithm called fast modular exponentiation: very

generally applicable

Modular exponentiation: some more tools

Theorem: [Fermat’s Little Theorem] If p is prime, and a P Z, then ap ” a pmod pq.

Some consequences that follow, if p - a

• If p is prime, then ap´1 ” 1pmod pq.
• If p is prime, then ap´2

is the multiplicative inverse of a in Zp.

• If gcdpa, pq “ 1 and ap´1 ı 1pmod pq, then p is not prime.










































































































ED
217mod it 2
10017mod17 100 mod17

E
5573mod't

5573 5570.553 557 553

I 55 553 not7

I 557556 I 55.556 I 557

I 55 not7

APIalmolp
cancel an a

frombothsides
validsince

pprime p
Xa to get

apt 1 mole














































































































Exj Find malt inverse of 11 in En
Since 17 is prime and 171 11 we can conclude

1 l mod 17
Thus

11 11 I 1 mod 17

11km117 is malt inv of 11 in 2,7



MATH 251 Notes

Definition: As functions Z` Ñ Z, we define

• the prime-counting function ⇡ so that

⇡pnq “ |tp is prime | p § nu|.

Due to the great interest in primes, this function was thoroughly investigated, with a major

breakthrough being the prime number theorem (see p. 262).

• the Euler totient function ' so that

'pnq “ |ta P Z` | a § n and gcdpa, nq “ 1u|.

Properties of ':

• If p is prime, then 'ppq “
• If p is prime, then 'pp↵q “
• If gcdpa, bq “ 1, then 'pabq “ 'paq'pbq.
• If the prime factorization of n is

n “ p↵1
1 p↵2

2 p↵3
3 ¨ ¨ ¨ p↵k

k ,

then

'pnq “

Theorem: [Euler] If gcdpa, nq “ 1 then a'pnq ” 1 pmodnq.
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If p is prime
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EH Find malt inv of 37 in Rizo

Since 911207 32 and god37,1201 1 Euler'sThan says

37 I 1 mot 120

That is

37.37 I 1 mod 120

which means

37 mob 120
is the multiplicative inverse of 37 in Rizo


